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Figure 3 continued

Roles and responsibilities for risk management and emergency planning

Local resilience forums

Multi-agency groups that help responders coordinate and cooperate at the local level.

Comprised of category 1 and, where invited, category 2 responders.

Responsible for compiling community risk registers in compliance with their statutory responsibility for local-level emergency planning.

The Civil Contingencies Act, together with supporting regulations and guidance, sets out the responsibilities of local responders for

preparing for and responding to emergencies.

Local health resilience partnerships

Coordinate local planning for the health response to emergencies.

LB Offer a coordinated point of contact with local resilience forums.
Category 1responders Category 2 responders
Organisations that are most heavily involved in emergency response | Organisations that are less likely to be involved in the core of planning work
(the emergency services, local authorities, health bodies and the butwill be heavily involved in incidents affecting their own sector (such as the
Environment Agency). Health and Safety Executive and transport or utiity companies).
Their responsibilities include: Responsible for cooperating and sharing relevant information with
other responders.
o assessing the risk that emergencies may ocour;
e planning for emergendies; and
e ensuring business continuity during emergencies.
Note

1 Cross-government forums responsible for planning for specific risks or sets of risks are not included.

Source: National Audit Office analysis of government documents






OEBPS/Images/009200_Figure_7_-_DPS.png


OEBPS/Images/009200_Figure_3.png
Figure 3

Roles and responsibilities for risk management and emergency planning

Responsibilities for risk management and emergency planning sit with the Cabinet Office, other government departments, local responders, and local resilience forums

National

level

Cross-government

Civil Contingencies Secretariat (CCS)
Part of the Cabinet Office, with 94 full-time equivalent staff.

Reports to the Deputy National Security Adviser for Security
and Resilience.

Aims to improve the UK's ability to prepare for, respond to, and
recover from emergencies and disruptive challenges.

Responsibilities include:

e coordinating government’s planning for and response to major
emergencies, including the production of the National Security
Risk Assessment (NSRA) and the National Risk Register;

®  horizon scanning to identify emerging risks over the next three
o six months;

® running the Emergency Planning College, a learning and
development centre that provides training, exercises and
consultancy to help organisations build resilience;

e supporting the Civil Contingencies Committee (COBR),
a Cabinet Committee that is convened ad hoc to deal
with major crises; and

® managing the Resilience Capabilities Programme.

Risk Management Centre of Excellence

One of the Government Finance Function’s centres
of excellence, with 2.5 full-time equivalent staff.

Established to provide guidance and support to the
civil service risk community.

Departments

Lead government departments

Responsible for leading government’s work on risks allocated from
the NSRA by the CCS. This involves:

e risk assessment, including horizon scanning;

e engaging with relevant departments to understand the risk's
impact on their areas of responsibility;

o capability assessment;
e contingency and emergency planning;

e building up the departments resilience to shocks and capacity to
lead the response through planning, training and exercising; and

e identifying the capabilities of local responders and partner
organisations that management can call upon and building them
up, so that the department can deal with multiple scenarios.

All government departments
Responsible for:

® applying the principles of effective risk management
set out in the Orange Book covering governance
and leadership, integration, collaboration,
a structured risk management process and
continuous improvement;

e« maintaining risk registers (covering relevant risks
from the National Risk Register and department-
specific risks) and business continuity arrangements;

© maintaining plans for responding to the risks set
out in the National Risk Register that are relevant
to their operations and to emergencies that would
have significant consequences in their areas of
remit, and

® monitoring the robustness of their own plans.
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Figure 10
Diseases covered by the pandemic plans of other countries before the
onset of the COVID-19 pandemic

Several countries had plans for an influenza pandemic, but not for other types of pandemic
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Notes.

1 Following the Estonian Emergency Act, an emergency response plan, including a pandemic plan, was to be
prepared by 1 July 2019. At the start of the COVID-19 pandemic, Estonia had a draft of the pandemic plan
that had not yet been adopted officially.

2 ltaly issued a plan to address the West Nile and Usutu viruses in 2019.
3 Portugal and Spain issued plans to address Ebola outbreaks in 2015.

4 The figure only considers pandemic plans (as opposed to broader plans, such as overall emergency
preparedness and response plans) issued before the onset of the COVID-19 pandernic.

5 The figure is based on the responses to a questionnaire that the Czech Republic Supreme Audit Office
administered to members of the European Organisation of Supreme Audit Institutions in 2020.

Source: National Audit Office analysis of Supreme Audit Institutions’ questionnaire responses
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Figure 4
Types of risk identified in departmental risk registers related to a pandemic,
pre-pandemic

One department identified a specific risk relating to a pandemic or infectious disease, while all
identified some of the consequences or impacts of a pandemic as top-level risks

DEPARTMENTAL
RISK REGISTERS

Department e Department e Department
e for
Environment,
Food lopment2
Rural Affairs

Department
for Education

Department Department Foreign &
for for Work & Common-
International | Pensions wealth Office?
Trade

Department
for Business,
Energy &
Industrial
Strategy

Department
for Digital,
Culture,
Media &
Sport

HMTreasury | Home Office | = Ministry of Ministry of Ministry
Defence Housing, of Justice
Communities
& Local
Government3

# Departments that identified a specific risk concerning pandemic influenza or contagious diseases

% Departments that identified broader risks relating to external threats or lack of resilience,
which encompass a pandemic among other scenarios

" Departments that identified risks that capture some of the consequences or impacts of a
pandemic, for example economic slowdown, funding shortfalls, impacts on operational
performance, staff wellbeing and supplier failure

Notes.
1 Risk registers were dated between July and December 2019.

2 The Department for International Development and the Foreign & Commonwelth Office joined to form the
Foreign, Commonwealth & Development Office in September 2020.

3 In September 2021, the Ministry of Housing, Communities & Local Government became the Department for
Levelling Up, Housing & Communities.

Source: National Audit Office review of departmental risk registers
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Figure 1
The government’s approach to risk management

The government assesses risks that could cause a national-scale emergency in the UK via the National Security Risk Assessment, which is summarised

in a public-facing version, the National Risk Register

Civil Contingencies Secretariat, Cabinet Office

National Risk Register

NSRA
Public-facing summary of the National (NSRA)

Security Risk Assessment

National Security Risk Assessment

Classified assessment of the key risks

Resilience Capabilities Programme

Aims to increase the government's
ability to respond to and recover from

NSRA is facing the UK or its interests overseas. NSRA draws = emergencies by:
Provides a picture of the risks facing the | 10 M together
UK as a whole. oy planning ® identifying the capabilities needed

to deal with the consequences of

)

Local resilience
forums input into

assumptions

that feed into emergencies, regardless of their

cause; and
Departments e coordinating cross-government
and arm's-length efforts to build capabilities.
bodies input into L

Risks identified

Each capability is
the responsibility

Specific risks are assigned to
lead government departments

food into or arm's-length bodies of alead
government
l department
Local resilience forums! Arm's-length bodies Risks Government departments
- o o vt - - identified
ommunity risk registers ‘ Risk registers feed into ‘ Risk registers I
Set out the likelihood and potential
impact of a range of hazards and threats
for specific areas of England and Wales. ‘ Business continuity plans ‘ Business continuity plans I

\ T

T

Risks identified feed into

O Documents () Programmes

Note

1 The Department for Levelling Up, Housing & Communities’ resilience advisers support forum members on specific risks and ensure that risks identified at the local level

are shared with central government to inform policy and operational support.

Source: National Audit Office analysis of government documents






OEBPS/Images/009200_Figure_5.png
Figure 5
Community risk registers that identified an influenza pandemic and emerging infectious

diseases as arisk

All local resilience forums identified an influenza pandemic and nearly half identified emerging infectious diseases as a significant risk
that may affect local communities

COMMUNITY
RISK REGISTERS

Notes

1 Risk registers were dated between December 2015 and November 2019.

2 Each of the 38 local resilience forums in England produces a community risk register. Forums are multi-agency groups that help responders
coordinate and cooperate at the local level. They are made up of representatives from local public services, including the emergency services,
local authorities, the NHS, the Environment Agency, and others (category 1 responders as defined by the ivil Contingencies Act). Forums are
supported by organisations such as National Highways and public utiity companies (category 2 responders), which have a responsibilty to
cooperate with category 1 organisations and to share relevant information with them. The geographical area the forums cover is based on
police areas.

Source: National Audit Office analysis of community risk registers






OEBPS/Images/009200_Figure_6_-_DPS.png
Figure 6
Government's plans for an influenza pandemic in England, 2004-2019

The government developed a wide range of plans for an influenza pandemic
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Notes O Influenza pandemic plans (superseded) ~ —> Links between events and plans

1 This figure does not include local plans, guidance directed to specific groups such as faith communities, guidance applying to specific settings
such as schools and intensive care units, or guidance relating to specific tasks such as the identification of vulnerable people, government
communications or the clinical management of patients. Events

2 Documents marked as current were current as at the onset of the pandemic in December 2019. Any updates to these documents following the
onset of the pandemic are not reflected.

© Influenza pandemic plans (current) —> Plan updates

© Wider plans (current)

Source: National Audit Office review of government documents
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Figure 2
How the government assesses risks to the safety and security of the UK

Lead government departments identify the impact and likelihood of risks for reasonable worst-case scenarios

Increasing Influenza pandemic
impact
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worst-case Systematic
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infectious disease

Commercial failures

Earthquake

—
Likelihood Increasing
of the reasonable worst-case scenario likelihood
of the risk occurring in the year

Reasonable worst-case scenario  Lead government departments or arm's-length bodies identify a reasonable worst-case
scenario to use to assess the impact that risks would have. This represents the worst plausible
manifestation of a particular risk once highly unlikely variations have been discounted.

Risk impact and likelihood Once these scenarios are identified, the Civil Contingencies Secretariat quantifies the impact
and likelihood of each risk on a 1 to 5 scale and plots them on a risk matrix (above).!

Impacts are allocated a score from 0 to 5 across each of seven dimensions (human welfare,
behavioural, economic, essential services, environment, security and international order), based
on scales set by the Civil Contingencies Secretariat. Scores are then weighted to bring to the
fore dimensions with more catastrophic impacts (a score of four is doubled and a score of five is
tripled) and the weighted scores are averaged to give an overall impact score.

Likelihood s calculated as the annual probability of a risk occurring over the next two years,
with a one-point increase representing a fivefold increase in probability (less than 0.2%,
between 0.2% and 1%, between 1% and 5%, between 5% and 25%, and more than 25%).

Note
1 The risk matrix is for ilustrative purposes and only includes some of the risks set out in the 2019 National Security Risk Assessment and
2020 National Risk Register.

Source: National Audit Office analysis of government documents






